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CERT-In Advisory CIAD-2022-0024

Multiple Vulnerabilities in Microsoft Products

Original Issue Date: October 12, 2022




Severity Rating: High

Software Affected

Microsoft Windows
Microsoft Office
ESU (Extended Security Updates)
System Center
Developer Tools
Azure

Overview

Multiple vulnerabilities have been reported in Microsoft Products, which could allow an attacker to gain elevated privileges, obtain sensitive
information, conduct remote code execution attacks, bypass security restrictions, conduct spoofing attacks, or cause denial of service conditions.

Description

Multiple vulnerabilities have been reported in various Microsoft Products:






10/21/22, 5:15 PM CERT-In Advisory Notes

about:blank 2/3





Solution

Apply appropriate security updates as mentioned in  

https://msrc.microsoft.com/update-guide/releaseNote/2022-Oct


Vendor Information

Microsoft

https://msrc.microsoft.com/update-guide/releaseNote/2022-Oct



References

https://msrc.microsoft.com/update-guide/releaseNote/2022-Oct
https://msrc.microsoft.com/update-guide/releaseNote/2022-Oct
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https://msrc.microsoft.com/update-guide/releaseNote/2022-Oct

Disclaimer

The information provided herein is on "as is" basis, without warranty of any kind.

Contact Information

Email: info@cert-in.org.in 
Phone: +91-11-24368572

Postal address

Indian Computer Emergency Response Team (CERT-In) 
Ministry of Electronics and Information Technology
Government of India 
Electronics Niketan 
6, CGO Complex, Lodhi Road, 
New Delhi - 110 003 
India
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